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“Separation of responsibility.”



vt £
13 . .
) .
P N
. AN
/
, R 1u—
’
4 )
5 ¢ )
J '
{ ’ /
\ / '
| . : ¢
|
| ! l
’ oY oo e I L LA
‘
Rl § 1 AL
\ \ .

il s
4._k:._.r_ﬁ,,///,a







“Defense in depth.”



“Company policy: passwords must be at least 10
characters long, contain at least 2 digits, 1
uppercase character, 1 lowercase character, and
1 special character.”
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Passwords revealed by sweet deal

More than 70% of people
would reveal their cnmputer

bar of chocolate, a survey
has found.

It also showed that 34% of
respondents volunteered their
password when asked without
even needing to be bribed.

Security crumbles in the face of sweet
bribes

A second survey found that
79% of people unwittingly gave away information that could
be used to steal their identity when guestioned.

Security firms predict that the lax security practices will fuel
a British boom in online identity theft.
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-- Hamlet Act 11, Scene 11

“Humans are incapable of securely storing high-quality cryptographic
keys, and they have unacceptable speed and accuracy when performing
cryptographic operations. (They are also large, expensive to maintain,
difficult to manage, and they pollute the environment. It 1s astonishing
that these devices continue to be manufactured and deployed. But they
are sufficiently pervasive that we must design our protocols around
their limitations.)”

-- Network Security: Private Communication in a Public World,
Charlie Kaufman, Radia Perlman, & Mike Speciner, 1995



“Psychological acceptability.”



Internet Explorer X|

S—

? ) ‘When you send information to the Internet, it might be
?. possible for others to see that information. Do you want
| to continue?

[V In the future, do not show this message.




Internet Explorer X|

S—

? ) When you see a dialog box like this, click "Yes'to
?. make it go away. If available, click the checkbox
first to avoid being bothered by it again.

[V In the future, do not show this message.




Website Certified by an Unknown Authority




Website Certified by an Unknown Authority




“Consider human factors.”









“Ensure complete mediation.”
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“Don’t fight the last war.”
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“Threat models change.”

“Design security in from the start.”
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“Don’t rely on security through
obscurity.”






]

e w® BT M s P

- =
















“Trusted path.”



Advanced Boot Options

Choose Advanced Options for: Microsoft windows Vista
(Use the arrow keys to highlight your choice.)

safe Mode
safe Mode with Networking
safe Mode with Command Prompt

Enable Boot Logging

Enable low-resolution video (640x480)

Last Known Good Configuration (advanced)
Directory Services Restore Mode

Debugging Mode

Disable automatic restart on system failure

Disable Driver Signature Enforcement

Start wWindows Normally

Description: Allows drivers containing improper signatures to be Toaded.

ENTER=Choose ESC=Cance]




procedure withdrawal(w)
// contact central server to get balance
1. let b := balance
2. 1f b < w, abort

// contact server to set balance
3. set balance :(= b - w

4. dispense $w to user



